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1) Background: Row-hammering 2) Motivation

* The continuous scaling-down of the DRAM process makes DRAM cells more vulnerable to
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cell * There are two types of hardware-based protection schemes for row-hammering attack: a
S icti robabilistic method and a counter-based method
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- PARA|Kim+, ISCA'14], MRLoc|You+, DAC’'19], and PRoHIT|Son+, DAC’17] still cannot prevent
well in complex row-hammering attacks

2) The counter-based schemes guarantee strong protection, but they suffer from significant area
overhead or extreme additional refreshes or even both

i - CBT|[Seyedzadeh+, ISCA'18] carries out considerable additional refreshes to prevent
i row-hammering attacks

Repeatedly Access to a DRAM row (aggressor
row) causes bit-flips in nearby rows (victim rowy)

- TWiCe|Lee+, ISCA'19] incurs significant area overhead to operate it
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4) HammerFilter Desigh Overview
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c) HammerFilter’'s Mechanism
1) HammerFilter operates INSERT an accessed row to the
CounterTable with a fixed probability, p..

5) Experimental Results
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Evaluation in Benign Applications
a) Evaluation in Benign Applications
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* The average amount of additional refreshes in T S T T
HammerFilter is 2.09X and 38.87X less than that

6) Conclusion

HammerFilter is a novel method to mitigate row-hammering
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of MRLoc and PRoHIT, respectively ; o T | ...%z::.._.,...,.,......-.--------'-'-'-2 Prevents all the row-hammering attacks that have various
b) Evaluation in Malicious Applications 30 G _. patterns and access multiple rows.
+ We evaluates HammerFilter with five artificial _._,.,.-.-.-::ii:""""::::ﬂ" . Incurs minimal performance overhead in benign
pattern of row-hammering attack P == :O = 2 B o o8 o 2 applications
- HammerFilter achieves overwhelmingly better SRR Extremely area efficient compared to counter-based
results with respect to all the numbers of Evaluation in Malicious Applications methods

aggressor rows than other schemes



